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Self-Assessment 

Organizational Responsibilities

General Instructions for the SAFER Self-Assessment Guides 

The Safety Assurance Factors for EHR Resilience (SAFER) 
guides are designed to help healthcare organizations conduct 
proactive self-assessments to evaluate the safety and 
effectiveness of their electronic health record (EHR) 
implementations. The 2025 SAFER guides have been updated 
and streamlined to focus on the highest risk, most commonly 
occurring issues that can be addressed through technology or 
practice changes to build system resilience in the following 
areas:

▪ Organizational Responsibilities

▪ Patient Identification
▪ Clinician Communication
▪ Test Results Reporting and Follow-up
▪ Computerized Provider Order Entry with Decision Support
▪ Systems Management
▪ Contingency Planning

▪ High Priority Practices - A collection of 16
Recommendations from the other 7 Guides

Each of the eight SAFER Guides begins with a Checklist of 
recommended practices. The downloadable SAFER Guides 
provide fillable circles that can be used to indicate the extent to 
which each recommended practice has been implemented in the 
organization using a 5-point Likert scale. The Practice Worksheet 
gives a rationale for the practice and provides examples of how to 
implement each recommended practice. It contains fields to 
record team member involvement and follow-up actions based on 
the assessment. The Worksheet also lists the stakeholders who 
can provide input to assess each practice (sources of input). In 
addition to the downloadable version, the content of each SAFER 
Guide, with interactive references and supporting materials, can 
also be viewed on ONC’s website at: https://www.healthit.gov/
topic/safety/safer-guides.

The SAFER guides are based on the best available (2024) 
evidence from the literature and consensus expert opinion. 
Subject matter experts in patient safety, informatics, quality 
improvement, risk management, human factors engineering, and 
usability developed them. Furthermore, they were reviewed by an 
external group of practicing clinicians, informaticians, and 
information technology professionals.

Each guide contains between 6 and 18 recommended practices 
including its rationale, implementation guidance, and evidence 
level.  The recommended practices in the SAFER Guides are 
intended to be useful for all EHR users. However, every 
organization faces unique circumstances and may implement a 
particular recommended practice differently. As a result, some of 
the specific implementation guidance in the SAFER Guides for 
recommended practices may not be applicable to an organization.

The High Priority Practices guide consists of 16 of the most 
important and relevant recommendations selected from the other 7 
guides. It is designed for practicing clinicians to help them 
understand, implement, and support EHR safety and safe use 
within their organization. The other seven guides consist of 88 
unique recommendations that are relevant for all healthcare 
providers and organizations. 

The SAFER Guides are designed in part to help deal with safety 
concerns created by the continuously changing sociotechnical 
landscape that healthcare organizations face. Therefore, changes 
in technology, clinical practice standards, regulations, and policy 
should be taken into account when using the SAFER Guides. 
Periodic self-assessments using the SAFER Guides may also help 
organizations identify areas where it is particularly important to 
address the implications of these practice or EHR-based changes 
for the safety and safe use of EHRs. Ultimately, the goal is to 
improve the overall safety of our health care system and improve 
patient outcomes.

The SAFER Guides are not intended to be used for legal 
compliance purposes, and implementation of a recommended 
practice does not guarantee compliance with the HIPAA Security or 
Privacy Rules, Medicare or Medicaid Conditions of Participation, or 
any other laws or regulations. The SAFER Guides are for 
informational purposes only and are not intended to be an 
exhaustive or definitive source. They do not constitute legal advice. 
Users of the SAFER Guides are encouraged to consult with their 
own legal counsel regarding compliance with Medicare or Medicaid 
program requirements, and any other laws.

For additional information on Medicare and Medicaid program 
requirements, please visit the Centers for Medicare & Medicaid 
Services website at www.cms.gov. For more information on HIPAA, 
please visit the HHS Office for Civil Rights website at www.hhs.gov/
ocr.
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Self-Assessment 

Organizational Responsibilities 

Introduction 

The Organizational Responsibilities SAFER Guide 

identifies individual and organizational responsibilities 

(activities, processes, and tasks) intended to optimize the 

safety and safe use of EHRs. A key addition to this revised 

guide relates to the use of Artificial Intelligence (AI)*-
enabled systems, or EHRs with enhanced AI features or 

functions for the administration, diagnosis, treatment, and 

management of patient care. Such AI-enabled systems 

have the potential to revolutionize administrative and 

clinical decision-making, but there are known and unknown 

risks associated with their use. During the transition period 

as more and better AI-enabled systems are being 

developed and healthcare organizations are adapting their 

clinical and administrative workflows to account for these 

new devices and applications, unintended adverse 

consequences will occur. Therefore, it is incumbent on 

healthcare organizations, AI developers, and EHR vendors 

to work together to identify optimal ways for these systems 

to be used and to share responsibility (based on their ability 

and resources available) for their safe and effective use. 

A safe EHR or AI implementation is critically dependent on 

the people involved and the support provided to them by 

the organization. This guide, compared to all of the other 

SAFER Guides, focuses chiefly on human behavior and 

relationships. In particular, it includes the structures, 

processes and outcomes that apply to the people who have 

responsibility for EHR-related patient safety in healthcare 

organizations. 

Safe EHR and AI implementations require attention to 
social as well as technical matters. This guide is designed 
to help safely manage individual and organizational 
responsibilities in a complex “sociotechnical” healthcare 
organization. When EHRs and AI systems are 
implemented, responsibilities can be shifted, forgotten, or 
newly created. Careful attention to the details of those 
responsibilities is a critical factor in system safety and in 
realizing the potential benefits of EHRs. 

Completing the self-assessment in the Organizational 

Responsibilities SAFER Guide requires the engagement 

of a wide variety of people at all levels within the 

organization. Because this guide is designed to help 

organizations prioritize EHR-related safety concerns, 

clinician leadership in the organization should be engaged 

in assessing whether and how any particular recommended 

practice affects the organization’s ability to deliver safe, high-

quality care. The collaboration between administrative 

leaders, technical specialists, clinicians, and staff 

members in completing the self-assessment in this guide 

will provide an accurate snapshot of the organization’s EHR 

implementation status in terms of safety. Most importantly, 

collaborative efforts should establish a consensus on the 

organization's future direction to optimize EHR-related 

safety and quality. This entails setting priorities among the 

recommended practices not yet implemented, ensuring a 

plan to maintain recommended practices already in place, 

dedicating the necessary resources for essential 

improvements, and working together to mitigate safety 

risks introduced by the EHR or AI. 

The Organizational Responsibilities Guide is laid out in a 
similar format to the other SAFER Guides with a focus on 
structures, processes and the evaluation/monitoring of 
outcomes. Domain 1 includes the various structures 
required to support safe use of health IT including 
leadership roles, staff roles, policies and procedures. 
Domain 2 includes the recommended processes carried out 
by organizations that are instrumental in the safe use of 
health IT. Tasks carried out by appropriate personnel are 
recommended in this section, such as conducting 
comprehensive EHR training by high-quality trainers, 
reporting and following up on high-priority EHR-related 
errors, and involving clinicians in EHR safety-related 
decision-making. Domain 3 focuses on the evaluation and 
monitoring of health IT safety outcomes and includes 
reviewing the recommendations contained in all of the 
SAFER Guides as well as collaborative monitoring and 
ongoing assessments with organizational vendor partners. 

*Artificial Intelligence or AI has the meaning set forth in 15 U.S.C. 9401(3): a machine-based system that can, for a given set of human-defined objectives, make predictions, recommendations, or decisions 
influencing real or virtual environments. Artificial intelligence systems use machine- and human-based inputs to perceive real and virtual environments; abstract such perceptions into models through analysis in an 

automated manner; and use model inference to formulate options for information or action.
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The Checklist is structured as a quick way to enter and print your self-assessment. 

Select the level of implementation achieved by your organization for each Recommended Practice. Your Implementation Status will be reflected 
on the Recommended Practice Worksheet in this PDF. The implementation status scales are as followed: 

The organization should check the following box if there are some limitations with the current version of their EHR that preclude them from fully 
implementing this recommendation. 

EHR Limitation - The EHR does not offer the features/functionality required to fully implement this recommendation or the implementation guidance. 

Not Implemented – (0%)  
The organization has not 
implemented this 
recommendation. 

Making Progress (1 - 30%)  
The organization is in the 
early or pilot phase of 
implementing this 
recommendation as 
evidenced by following or 
adopting less than 30% of 
the implementation 
guidance. 

>Practice Worksheets 

SAFER 

Halfway there (31 – 60%)  
The organization is 
implementing this 
recommendation and is 
following or has adopted 
approximately half of the 
implementation guidance. 

Fully Implemented (91- 
100%)  
The organization follows this 
recommendation, and most 
implementation guidance is 
followed consistently and 
widely adopted.

Substantial Progress 
(61-90%)  
The organization has 
nearly implemented this 
recommendation and is 
following or has adopted 
much of the 
implementation guidance. 

The Domain 
associated with the 
Recommended 
Practice(s) appears 
at the top of the 
column 

The Recommended 
Practice(s) for the 
topic appears 
below the 
associated Domain. 

August 2024 

To the right of reach Recommended 
Practice is a link to the Recommended 
Practice Worksheet in this PDF.  

The Worksheet provides guidance on 
implementing the practice. 

Self-Assessment 

Organizational Responsibilities 
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Recommended Practices for Domain 1 — Structures Required for Safe Health IT Implementation Status 

*Highest level decision makers in the organization
(e.g., boards of directors, owners of physician
practices, C-suite executives, and clinical leaders)
commit to promoting a culture of safety that
incorporates the safety and safe use of EHRs.

Worksheet 1.1 

Not 
Implemented 

(0%) 

Making 
Progress 
(1-30%) 

Halfway 
There 

(31-60%) 

Substantial 
Progress 
(61-90%) 

Fully 
Implemented 
(91-100%) 

EHR 
Limitation 

Organizations have designated staff to conduct 
the testing, implementation, maintenance, 
continuous monitoring, and resolution of problems 
with EHR hardware, software, and network/ISP 
components. 

Organizations have established expert-level 
training teams equipped with technical and clinical 
skills, and resources to provide education and 
training on the safe use of EHR to all users and IT 
staff. 

Organizations have an effective decision-making 
structure for managing and optimizing the safety 
and safe use of the EHR that includes user input. 

Worksheet 1.2 

Worksheet 1.3 

Worksheet 1.4 
1.4 

1.3 

1.2 

1.1 

Worksheet 1.5 

Organizations have policies, procedures, and 
tools that facilitate reporting of EHR-related 
hazards and errors. 

Organizations have policies and procedures for 
when, and how, clinicians can delegate aspects 
of EHR use including, for example, order entry, 
medication reconciliation, and clinical 
documentation. 

Worksheet 1.6 

Organizations have procedures and personnel to 
ensure that EHR users can obtain timely 
assistance for EHR-related hardware, software, 
CDS, or network/ISP problems. 

Worksheet 1.7 

Organizations have a designated person or 
team focused on the safety and safe use of 
health information technology. 

Worksheet 1.8 1.8 

1.7 

1.6 

1.5 
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Recommended Practices for Domain 1 — Structures Required for Safe Health IT Implementation Status 

Not Making Halfway Substantial 
Implemented 

(0%) 
Progress 
(1-30%) 

There 
(31-60%) 

Progress 
(61-90%) (91-100%) 

Artificial Intelligence (AI)-enabled application 
developers, EHR vendors, and healthcare 
organizations using AI-enabled systems or 
EHRs with enhanced AI features or functions 
share responsibility (based on their ability and 
resources available) for ensuring AI safety. This 
shared responsibility includes appropriate 
clinical, technical, and administrative 
governance, policies, procedures, people, and 
technologies to ensure AI is monitored and that 
its use is safe, secure, private, ethical, and 
equitable.28

Worksheet 1.9 

Recommended Practices for Domain 2 — Using Health IT Safely - 

Processes 

Practicing clinicians are involved in EHR 
safety-related decision-making that impacts 
clinical use. 

Worksheet 2.1 

Comprehensive EHR training is provided by 
qualified trainers, and appropriately tailored 
to specific users and job requirements. 

Worksheet 2.2 

1.9 

2.1 

2.2 

Fully
Implemented 

EHR 
Limitation 

Implementation Status 

Not Making Halfway Substantial 
Implemented 

(0%) 
Progress 
(1-30%) 

There 
(31-60%) 

Progress 
(61-90%) (91-100%) 

Fully
Implemented 

EHR 
Limitation 

Access to the production version of the EHR is 
granted only after successful completion of 
high-quality EHR training and competency 
assessment. 

Workflow analysis maps administrative and 
clinical work and ensures that the EHR is used 
safely to deliver care. 

Worksheet 2.3 

Worksheet 2.4 

Healthcare organizations and EHR vendors 
share responsibility for identifying and 
addressing EHR safety concerns. Worksheet 2.5 

2.3 

2.4 

2.5 
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Recommended Practices for Domain 3 — Monitoring/Evaluating Health IT Safety 

Organizations have a strategy and 
mechanisms for identification, measurement, 
monitoring, and mitigation of high priority EHR 
safety risks and hazards.

Worksheet 3.1 

Healthcare and EHR vendor organizations 
conduct, document and disseminate 
comprehensive multi-stakeholder reviews or 
safety analyses for high-priority harm events 
that involve health IT. These vendor safety 
analyses are discussed by key stakeholders 
within the healthcare organization. 

Worksheet 3.2 

3.1 

3.2 

Implementation Status 

Not Making Halfway Substantial 
Implemented 

(0%) 
Progress 
(1-30%) 

There 
(31-60%) 

Progress 
(61-90%) (91-100%) 

Fully
Implemented 

EHR 
Limitation 
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Clinicians should complete this self-assessment and evaluate potential health IT-related patient safety risks addressed by this 
specific SAFER Guide within the context of your particular healthcare organization 

This Team Worksheet is intended to help organizations document 
the names and roles of the self-assessment team, as well as 
individual team members’ activities. Typically, team members will 

be drawn from a number of different areas within your 
organization, and in some instances, from external sources. The 
suggested Sources of Input section in each Recommended 
Practice Worksheet identifies the types of expertise or services to 
consider engaging. It may be particularly useful to engage specific 
clinician and other leaders with accountability for safety practices 
identified in this guide. 
The Worksheet includes fillable boxes that allow you to document 
relevant information. The Assessment Team Leader box allows 
documentation of the person or persons responsible for ensuring 

that the self-assessment is completed. The section labeled 
Assessment Team Members enables you to record the names of 
individuals, departments, or other organizations that contributed to 
the self-assessment. The date that the self-assessment is 
completed can be recorded in the Assessment Completion Date 
section and can also serve as a reminder for periodic 
reassessments. The section labeled Assessment Team Notes is 
intended to be used, as needed, to record important 
considerations or conclusions arrived at through the assessment 
process. This section can also be used to track important factors 
such as pending software updates, vacant key leadership 
positions, resource needs, and challenges and barriers to 
completing the self-assessment or implementing the 
Recommended Practices in this SAFER Guide. 

Assessment Team Leader Assessment Completion Date 

Assessment Team Members 

Assessment Team Notes 

SAFER 
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Each Recommended Practice Worksheet provides guidance on implementing a specific 
Recommended Practice, and allows you to enter and print information about your self-assessment. 

The Rationale section 
provides guidance 
about "why" the 
safety activities are 
needed. 

Enter any notes 
about your self- 
assessment. 

Enter any follow-up 
activities required. 

Enter the name of 
the person 
responsible for the 
follow-up activities. 

The Suggested Sources of Input section 
indicates categories of personnel who can 
provide information to help evaluate your 
level of implementation.

The 
Implementation 
Guidance
section lists potentially 
useful practices or 
scenarios to inform 
your assessment and 
implementation of the 
specific 
Recommended 
Practice. 

Strength of 
Recommendation 
section provides an 
estimate of the 
strength of 
evidence available 
in the scientific 
literature, or states 
that it is "required" 
due to a federal 
rule, regulation, or 
conditions of 
participation, for 
each 
recommendation.

Self-AssessmentSAFER Contingency Planning
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Recommended Practice - Safety Culture Implementation Status 

Highest-level decision makers in the organization (e.g., boards of directors, owners of 
physician practices, C-suite executives, and clinical leaders) commit to promoting a culture of 
safety that incorporates the safety and safe use of EHRs. 
Checklist 

Rationale for Practice or Risk Assessment 

A culture of safety promoted by top executives encourages 
continuous learning, improvement, and engagement from all 
levels of the organization. By actively and transparently 
prioritizing safety, organizational leadership can help ensure 
systems and processes remain effective and responsive to 
emerging EHR-related threats and challenges. By 
prioritizing EHR safety, leadership promotes collaboration 
across all levels, engaging clinical staff, IT professionals, 
and administrative personnel in a unified approach to 
addressing safety concerns and implementing effective 
solutions. Ultimately, this high-level focus on EHR safety 
ensures strategic investments in reliable and efficient health 
IT systems, further solidifying the organization's 
commitment to safety and excellence. 

Assessment Notes 

Follow-up Actions 

Person Responsible for Follow-up Action 

Suggested Sources of Input 

1. Large organization: Board of directors, President/Vice
President, C-Suite executives, Clinical leaders
2. Small organization: Owners, Clinical leaders, COO

Strength of Recommendation 

Medium 

Implementation Guidance 

▪ High-level decision makers recognize that EHR safety is
integral to patient safety. They ensure that EHR safety is
integrated into organizational policies and procedures and
risk management practices.1,2

▪ High-level decision makers provide adequate staffing and
resources to ensure that safety issues associated with
adoption and use of EHRs can be addressed in a timely
fashion.3

▪ High-level decision makers review the results of EHR
safety assessments, such as those from SAFER Guide
use.

▪ High-level decision makers identify EHR-related patient
safety goals (e.g., percentage of abnormal laboratory test
results that are acknowledged within a timeframe
appropriate for the importance, severity, and healthcare
setting or percentage of medications administered
following barcode identification), assess whether those
goals are being reached, and address any shortcomings.3

▪ High-level decision makers identify and support staff
members who can provide systematic feedback to the
EHR vendors regarding perceived safety issues with their
EHRs.4

1.1 

EHR Limitation
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Recommended Practice - Health IT Resources Implementation Status 

Organizations have designated staff to conduct the testing, implementation, 
maintenance, continuous monitoring, and resolution of problems with EHR 
hardware, software, and network/ISP components. 
Checklist 

Rationale for Practice or Risk Assessment 

A culture of learning and improvement is essential to identify 
and address potential issues before they cause harm. 
However, the impact of changes to the EHR or interfaced 
applications can be unpredictable and potentially elusive, 
making proactive assessment and monitoring vital. 
Furthermore, customization of the EHR or content requires 
expertise to avoid introducing new hazards, particularly during 
upgrades. Inadequate training and preparedness of staff can 
lead to unaddressed problems, while insufficient maintenance 
can render the EHR unreliable or unavailable, posing 
significant safety risks. By conducting a thorough risk 
assessment, healthcare organizations can mitigate these risks 
and ensure the safe and effective use of AI in their EHR 
systems. 

Assessment Notes 

Follow-up Actions 

Person Responsible for Follow-up Action 

Suggested Sources of Input 

1. Large organization: Safety officer, IT department,
Health IT informatics-type department, Clinicians,
support staff, and/or clinical administration

2. Small organization: Office management, health IT
staff/contractor, providers, Health IT contractor or
internal health IT-oriented person, EHR vendor

Strength of Recommendation 
Medium 

Implementation Guidance 

▪ The organization has adequate numbers of trained staff
members available either on-site or elsewhere to manage
software/hardware.5

▪ Information technology department staff members adhere to
standard practices of IT lifecycle management from industry
experts (i.e., Information Technology Infrastructure Library
(ITIL) – ITIL’s IT Service Management Framework -ITSM)5

▪ At least some staff members working in hospital information
technology are ITIL certified.

▪

▪

A plan outlining who is responsible for each aspect of EHR
safety monitoring (e.g., hardware/software, clinical content,
usability, training, communication breakdowns, etc.) is in
place.6,7

Providers and others (including leadership in large
organizations) are encouraged to use tools (e.g., real-time
dashboards or monthly/quarterly reports) to monitor EHR
safety and care quality.7,8

▪ Adequate technical staff members are available to fix
hardware problems during operating hours.5

▪ Staff members are trained to identify and promptly correct
common EHR-related safety concerns, related to
registration, order entry, and test results communication, for
example.5

▪ Risk assessments for error-prone processes are conducted
prior to go-live (e.g., Failure Modes and Effects Analysis of
high-risk clinical processes such as blood or chemotherapy
ordering and administration).6,8,9

▪ Organization provides resources for regular maintenance of
hardware, software, CDS, and the network/ISP.5

1.2 

EHR Limitation
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Recommended Practice - Health IT Resources (continued)

Organizations have designated staff to conduct the testing, implementation, 
maintenance, continuous monitoring, and resolution of problems with EHR 
hardware, software, and network/ISP components. 
Checklist 

Implementation Guidance (continued)
▪ When EHR maintenance is contracted to external parties,

there is adequate oversight of contractor performance.
▪ EHR vendors provide recommendations and timelines for

routine maintenance procedures to organization’s staff
members.10

1.2 
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Recommended Practice - Training Resources 

Organizations have established expert-level training teams equipped 
with technical and clinical skills, and resources to provide education 
and training on the safe use of EHR to all users and IT staff. 
Checklist 

Implementation Status 

Rationale for Practice or Risk Assessment 

Expert-level training teams, equipped with both technical and 
clinical expertise, are essential to minimize risks and errors in 
patient care. These teams can ensure that all users and IT 
staff are proficient in the safe use of health IT, thereby 
reducing potential harm. Furthermore, establishing expert 
training programs enables organizations to comply with 
regulatory requirements and accreditation standards set by 
reputable bodies such as The Joint Commission, ISO, DNV, 
ECRI, and others. As health IT systems evolve through 
updates or new implementations, expert training teams play a 
vital role in managing these changes seamlessly, ensuring 
continuous patient safety and care quality. 

Assessment Notes 

Suggested Sources of Input 

1. Large organization: Chief Clinical Information Officer (CCIO/
CMIO/CNIO), Health IT Specialists, Informatics Specialists,
Training and Education Coordinators, Clinicians
2. Small organization: Healthcare Administrator, Informatics-
type specialist, Training and Education Coordinator, EHR
Vendor Representatives

Strength of Recommendation
Medium 

Implementation Guidance 

1.3 

Person Responsible for Follow-up Action 

Follow-up Actions 

▪

▪

▪ 

▪

▪

▪

The organization has adequate numbers of trained staff 
members available to provide EHR education and training 
for all system users prior to system use.7,11

EHR training teams are comprised of personnel with both 
technical and clinical expertise who contribute to a 
comprehensive training curriculum.7,12

A variety of training modalities are offered to 
accommodate user schedules and learning styles.13,14

The organization develops and delivers joint training 
sessions where hospital trainers and vendor 
representatives provide comprehensive education on EHR 
use, focusing on both technical and practical aspects.

In larger organizations, health IT and informatics training 
staff receive training from the EHR vendor and become 
certified in the applications, features, or functions learned, 
as appropriate. 

 Online training is complemented with in-person sessions 
where users can ask questions, participate in hands-on 
exercises, and receive immediate feedback from 
trainers.13,14

A training plan outlines how EHR users will maintain and 
learn new knowledge to use the system safely.12,13

Targeted training programs are developed that address 
common EHR safety risks and user errors.15

EHR Limitation

▪


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Recommended Practice - Structure and Governance 

Organizations have an effective decision-making structure for 
managing and optimizing the safety and safe use of the EHR 
that includes user input. 
Checklist 

Implementation Status 

Rationale for Practice or Risk Assessment 

A well-established decision-making structure is crucial to 
identify, assess, and mitigate potential risks associated with 
EHR use, enabling proactive management of safety 
concerns. Moreover, a structured governance framework 
ensures compliance with healthcare regulations and 
standards, while also facilitating an open culture of feedback 
and continuous improvement. This governance structure 
should include feedback loops for users to report issues and 
suggest enhancements, clearly define responsibility and 
processes, and foster collaboration across disciplines to 
address critical EHR safety issues. By establishing such a 
governance framework, healthcare organizations can 
minimize risks, optimize EHR performance, and prioritize 
patient safety. 

Assessment Notes 

Follow-up Actions 

Person Responsible for Follow-up Action 

Suggested Sources of Input 
1. Large organization: Health IT Leadership (CIO, CCIO/

CMIO/CHIO/CNIO), C-suite executives, Clinicians,
Regulatory compliance experts, Informatics-type roles,
Health IT team members

2. Small organization: Owners, Clinicians
Strength of Recommendation 

Medium 

Implementation Guidance 

▪ Meetings and committees related to health IT safety include a
mix of clinicians (physicians, nurses, pharmacists), IT
specialists, risk management, and administrative staff.16

▪ For EHR changes/enhancements that impact clinicians, a
governance process is in place to obtain decision-making input
from impacted stakeholders.17

▪ Routine multidisciplinary health IT safety rounds or huddles are
conducted that include IT personnel and frontline clinicians.18

▪ An EHR Enhancement/Change Task Force is established and
includes clinicians, IT experts, data analysts, and quality
improvement staff.19

▪ For emergent situations, the organization designates a few key
stakeholders (e.g., CMIO, Head of the Pharmacy, or Chief
Nursing Officer) who can approve safety-related EHR changes
on short notice.

▪ For larger organizations, all of the following are represented in
decision-making about EHR safety: clinicians, administrators,
patients, health IT/informatics, CEO/COOs, Nursing and
Pharmacy leadership, quality, regulatory compliance, and legal
staff.

▪ For smaller ambulatory practices and small hospitals, both
clinical and administrative staff members are represented in
decision-making about EHR safety, with assistance from outside
experts as needed.

▪ EHR safety is appropriately included in job performance
appraisals through review of EHR usage reports that record
statistics such as percentage of time user logs off or locks their
workstation rather than allowing it to time-out or percentage of
medication administrations by the RN that were appropriately
recorded via barcode, for example.

▪ For a larger organization, an EHR safety oversight committee is
in place, or these functions are designated to an informatics or
safety oversight committee

1.4 

SAFER 

EHR Limitation
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Organizational Responsibilities 
Recommended 
Practice 1.5 Worksheet 
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Recommended Practice - Reporting Policies Implementation Status 

Organizations have policies, procedures, and tools that facilitate 
reporting of EHR-related hazards and errors. 
Checklist 

Rationale for Practice or Risk Assessment 

A culture of safety is founded on the ability of users to report 
EHR-related hazards without fear of retribution. Reporting 
EHR-related hazards and errors is vital to identifying and 
mitigating risks that could compromise patient safety, and 
policies such as anonymous reporting can increase the 
frequency and comprehensiveness of reporting. Consistent 
reporting helps identify systemic EHR issues that may not be 
apparent from isolated incidents, enabling targeted training 
programs to enhance clinicians' safe and effective use of the 
system. Furthermore, analyzing reported errors and hazards 
can inform organizational improvement efforts, driving 
meaningful changes that prioritize patient safety and optimize 
EHR performance. By establishing a strong reporting culture 
and leveraging reported data, healthcare organizations can 
proactively address potential risks and ensure the safe 
integration of AI in their EHR systems. 

Assessment Notes 

Follow-up Actions 

Person Responsible for Follow-up Action 

Suggested Sources of Input 

1. Large organization: Safety officer, Quality/Risk officer,
all those involved in safety initiatives, informatics-type
department responsibility, Clinicians, support staff,
and/or clinical administration

2. Small organization: Office Management, clinicians

Strength of Recommendation 
Medium 

Implementation Guidance 

▪

▪

Policies clearly define what constitutes an EHR-related
hazard or error and provide guidance on how and when
to report concerns.20-22

Policies explicitly state that reporting EHR-related
hazards and errors will not result in punitive action and
are communicated effectively to build trust.

▪ There is regular review of reported concerns with
clinicians and feedback is provided to reporters with
corrective actions.22

▪ Those who manage EHR and patient safety initiatives for
the organization have a clear process for addressing
identified problems and for reporting problems externally
to the EHR vendor and/or a Patient Safety Organization
(PSO) when appropriate.20,23

▪ A user-friendly reporting tool integrated into the EHR
allows clinicians to quickly and easily report issues during
their workflow, ensuring that valuable insights are
captured in real time.24

1.5 

EHR Limitation
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Recommended Practice - Delegation Policies Implementation Status 

Organizations have policies and procedures for when, and how, 
clinicians can delegate aspects of EHR use including, for example, 
order entry, medication reconciliation, and clinical documentation. 
Checklist 

Rationale for Practice or Risk Assessment 

Structured delegation policies ensure that EHR tasks are 
performed by individuals who are trained and competent, 
which can improve accuracy and reduce the risk of errors. By 
delegating tasks effectively and ensuring that the right 
individuals are performing them, healthcare organizations can 
minimize the potential for errors and optimize EHR 
performance, ultimately prioritizing patient safety and care 
quality. 

Assessment Notes 

Suggested Sources of Input 

1. Large organization: Hospital departments, Clinicians,
EHR training and education team members, Quality/
Legal team members

2. Small organization: Clinicians

Strength of Recommendation 
Required 

Implementation Guidance 

▪ The organization has a written policy and procedure in
place regarding the delegation of order entry, medication
reconciliation, and clinical documentation tasks.25,26

▪ Delegation policies reflect the appropriate roles and duties
as described by regulatory and licensing bodies for
clinicians and staff.

▪ Detailed Standard Operating Procedures (SOPs) are
developed for each delegated EHR task to ensure
consistency and accuracy.

▪

▪

SOPs ensure competency (i.e., administrative, clinical,
and EHR knowledge) of those with delegated EHR data
entry authority and include steps to evaluate delegated
work.26
Role-based access controls are implemented within the
EHR system to ensure only authorized and trained
individuals can perform specific tasks.26

▪ Mentorship and supervision programs support staff in
performing delegated EHR tasks accurately.

1.6 

Person Responsible for Follow-up Action 

Follow-up Actions 

EHR Limitation
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Recommended Practice - Support Resources Implementation Status 

Organizations have procedures and personnel to ensure that EHR users 
can obtain timely assistance for EHR-related hardware, software, CDS, or 
network/ISP problems. 
Checklist 

Rationale for Practice or Risk Assessment 

Timely support is particularly vital for issues involving Clinical 
Decision Support (CDS) tools, as errors or delays can lead to 
incorrect treatments or diagnoses, compromising patient 
safety. Prompt resolution of hardware and network issues also 
ensures the integrity and security of patient data within the 
EHR system. A well-structured support system demonstrates 
an organization's commitment to a collaborative and 
supportive work environment, where users can access reliable 
help when needed. In contrast, difficulties in accessing timely 
support can lead to inefficiencies, workarounds, and 
potentially harmful consequences. 

Assessment Notes 

F 

Suggested Sources of Input 

1. Large organization: CEO/COO, Health IT,
informatics-type department, Clinicians, support staff,
and/or clinical administration
2. Small organization: Office management

Strength of Recommendation 
Medium 

Implementation Guidance 

▪ A dedicated IT help desk is established with highly
capable staff trained to handle EHR-related issues.5

Onsite IT support teams provide immediate assistance
for hardware and network issues.5,24

IT support teams are equipped with essential tools and
access to address common hardware/software and
network issues on the spot.5,25

In small practices, guidelines exist for determining when
to seek external help.

Organizations provide guidance to users on how to get
help and to health IT staff members on when and how to
get outside assistance.6,24

EHR help desk leadership collects and reports
transparently their metrics on response time and
abandonment rates of support calls.5

Person Responsible for Follow-up Action 

1.7 

▪ 

▪ 

▪ 

▪ 

▪ 

EHR Limitation
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Recommended Practice - Health IT Safety Resource Implementation Status 

Organizations have a designated person or team focused on the 
safety and safe use of health information technology. 
Checklist 

Rationale for Practice or Risk Assessment 

Assigning responsibility for tasks such as facilitating annual 
reviews of SAFER Guides, reviewing EHR-related incident 
reports, and developing comprehensive health IT safety plans 
helps mitigate risks, enhance patient safety, and ensure 
compliance with best practices and regulatory requirements. 

Assessment Notes 

Follow-up Actions 

Person Responsible for Follow-up Action 

Strength of Recommendation 

Medium 

Implementation Guidance 

An EHR safety officer, or someone assigned that
responsibility part-time, plays a key role in assuring safety.26

 Larger organizations can assign a full-time Health IT Safety
Officer.26

Organizations dedicate resources and personnel to
facilitate the annual review of the SAFER Guides.18,27

Organizations assign resources and personnel to review
risks and incident reports associated with the use of the
EHR (or other healthcare technology).

Organizations assign a resource who is responsible for the
development and implementation of an overall Health IT
Safety Plan, including, for example, contingency planning
for EHR downtimes and patient privacy breaches.2

Staff members with job responsibilities for EHR safety are
encouraged to participate in relevant outside professional
activities, including patient safety organizations (PSOs) and
communicate with others in similar positions.
Organizations support professional development of staff

assigned responsibility for any aspect of EHR safety by
budgeting for and encouraging training.54

 Organizations support membership in informatics
related professional organizations.

 Organizations support attendance at professional
organization meetings or conferences

 Organizations support obtaining informatics related
certifications

Suggested Sources of Input 

1. Large organization: IT and clinical leadership responsible
for managing health IT safety efforts (CIO, CCIO/CMIO/
CNIO)

2. Small organization: Administrative leadership

1.8 

EHR Limitation
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Recommended Practice - Artificial Intelligence 
Implementation Status 

Artificial Intelligence (AI)-enabled application developers, EHR vendors, and healthcare 
organizations using AI-enabled systems or EHRs with enhanced AI features or functions 
share responsibility (based on their ability and resources available) for ensuring AI safety. This 
shared responsibility includes appropriate clinical, technical, and administrative governance, 
policies, procedures, people, and technologies to ensure AI is monitored and that its use is 
safe, secure, private, ethical, and equitable.28, 67

Checklist 

Rationale for Practice or Risk Assessment 

The integration of AI-enabled systems in healthcare has the 
potential to revolutionize clinical decision-making, but it also 
introduces known and unknown risks that must be 
mitigated.29 As healthcare organizations adapt their clinical 
and administrative workflows to new AI-driven technologies, 
unintended adverse consequences will inevitably occur, 
particularly during the transition period. Early AI applications 
have already exhibited unintended biases and 
"hallucinations," leading to false information that can harm 
patients. To address these risks, healthcare organizations 
and AI/EHR developers must collaborate, leveraging their 
complementary expertise to ensure AI systems are robust, 
reliable, and transparent. Continuous monitoring and updating 
are crucial to maintain system integrity, prioritize patient 
safety, and ensure data security. Conducting a risk 
assessment of AI is essential to identify and mitigate these 
risks, build trust among users and stakeholders, and promote 
safe and effective adoption of AI in healthcare. 

Assessment Notes 

Person Responsible for Follow-up Action 

Suggested Sources of Input 

1. Large organizations: Clinicians, Clinical Administration,
Health IT Support Staff, EHR (or AI) developer, AI experts 

2. Small organizations: Wait for better evidence

Strength of Recommendation 
Medium 

Implementation Guidance 

▪

▪

Organizations conduct ongoing real-world testing and
monitoring with local data to minimize the risk to patient
safety while these new AI-enabled systems mature.

Healthcare organizations should conduct, or wait for real- 
world, clinical evaluations published in high-quality medical
journals (e.g., NLM's new list of Clinically Useful Journals -
https://jmla.mlanet.org/ojs/jmla/article/view/1631) before they
start using AI-enabled systems on a routine basis. While
peer-reviewed, publication does not ensure safety or
effectiveness of any clinical or administrative intervention, it
can provide an external, unbiased assessment of the
development, testing, implementation, or use of an AI-
enabled system, tool, or intervention.

▪ Healthcare organizations should add additional people with
AI expertise such as data scientists, informaticians,
machine-learning and AI operational personnel, human
factors experts, and clinical expert(s) to their existing
multidisciplinary EHR or CDS oversight committee(s). These
individuals, as a group, should be capable of understanding
and evaluating the performance of AI-enabled systems.
These new committee members should meet regularly to
review requests for new applications and proactively monitor
the performance of AI-enabled applications in use.

▪ The committee should maintain an inventory of clinically
deployed, AI-enabled systems that includes information on
deployment date, current version, responsible personnel,
last reviewed date, authorized users, authorized purpose,
source of data used to generate, or train, the AI system, and
external source(s) of validation, verification, and
performance comparison.

1.9 

Follow-up Actions 

EHR Limitation
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Recommended Practice - Artificial Intelligence (cont'd)

Artificial Intelligence (AI)-enabled application developers, EHR vendors, and healthcare 
organizations using AI-enabled systems or EHRs with enhanced AI features or functions 
share responsibility (based on their ability and resources available) for ensuring AI safety. This 
shared responsibility includes appropriate clinical, technical, and administrative governance, 
policies, procedures, people, and technologies to ensure AI is monitored and that its use is 
safe, secure, private, ethical, and equitable.28

Checklist 

Implementation Guidance (continued)

▪ Before organizations use AI-enabled systems for patient care
(e.g., respond to patient messages, generate differential
diagnoses, treatment plans, or notes describing the findings
from visits), they must have policies and procedures to ensure
that patients and clinicians are aware, when possible, that AI-
enabled systems are being used for clinical and/or
administrative decision making.30

Organizations should ensure that patients understand when
and where AI-enabled systems were developed, how they may
be used, and the role of clinicians in reviewing the AI system’s
output before giving their consent.31

AI-generated recommendations should be reviewed and
approved by humans who take responsibility for the
recommendation(s) before they are sent to patients.

Organizations should maintain and regularly review a
transaction log of AI system use (i.e., similar to the audit log of
the EHR) that includes the AI version in use, date/time of AI
system use, patient ID, responsible clinical user ID, input data
used by the AI system, AI recommendation or output.

Organizations have an internal process to evaluate AI-enabled
system performance on local data before routine clinical use
and periodically following implementation to check for drift,32

bias,33 or decay,34 for example.35 This process should include
ongoing regular testing of AI applications in the (live)
production system to ensure the safe performance and safe
use of these program’s references.36

Organizations have high-quality training programs for clinicians
interested in using AI systems that focus on the known and
potential risks of using these systems.

Organizations have a formal consent-style process, complete
with signatures, to ensure clinicians understand the risks and
benefits of using AI tools before their access is enabled.

*Artificial Intelligence or AI has the meaning set forth in 15 U.S.C. 9401(3): a
machine-based system that can, for a given set of human-defined objectives,
make predictions, recommendations, or decisions influencing real or virtual
environments. Artificial intelligence systems use machine- and human-based
inputs to perceive real and virtual environments; abstract such perceptions
into models through analysis in an automated manner; and use model
inference to formulate options for information or action.

1.9 

▪ 

▪ 

▪ 

▪ 

▪ 

▪ 

▪ Organizations must provide clear written instructions and
authority to enable anyone in the organization’s information
technology department to disable, stop, or turn off the
artificial intelligence-enabled systems, 24 hours a day,
seven days a week, in the event of a problem.37

▪ Similar to an organization’s preparation for an EHR
downtime, organizations must have an established policy
and procedure to manage clinical and administrative
processes that have become dependent on AI automation,
when the AI is not available.

▪ Organizations should have a clear process for reporting AI-
related safety issues and a process for analyzing these
issues and mitigating risks.38
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Recommended Practice - Clinician Decision-Making Implementation Status 

Practicing clinicians are involved in EHR safety-related 
decision-making that impacts clinical use. 
Checklist 

Rationale for Practice or Risk Assessment 

Frontline clinicians bring practical insights into how EHR 
systems impact daily workflows and patient care, ensuring 
decision-making is grounded in real-world clinical practice. 
Their involvement allows for early identification and proactive 
resolution of issues, preventing them from escalating into 
larger problems. Clinicians' nuanced understanding of clinical 
workflows ensures EHR systems support, rather than hinder, 
these processes. Moreover, collaboration between clinicians, 
IT professionals, and administrators fosters better 
communication, mutual understanding, and effective problem- 
solving, leading to informed decision-making about clinically 
relevant issues and ultimately, safer and more effective AI 
integration in EHR systems. 

Assessment Notes 

Suggested Sources of Input 

1. Large organization: Administration, Clinicians,
Informatics team members 

2. Small organization: Clinicians

Strength of Recommendation 
Medium 

Implementation Guidance 

▪ Clinicians (including physicians, nurses, pharmacists, and
others) are included on the EHR safety oversight committee
of a large organization.15,17

▪ Clinicians are involved in decision-making about proposed
changes to the EHR that affect clinical care (e.g., changes to
screen design, content of order sets, charting templates,
clinical alerts, role-based access to system resources and
placement of workstations).15,17

▪ A formal user feedback program exists where clinicians can
report EHR issues, suggest improvements, and share
experiences.15,17

▪ Before rolling out major EHR updates or new modules, pilot
testing is conducted with a group of clinicians who use the
system daily.

▪ Identify and train clinical champions, or super users, within
each department who can act as liaisons between the clinical
staff and the IT department.

▪ Schedule regular meetings that include representatives from
various clinical departments to discuss EHR-related issues,
share best practices, and collaborate on solutions

2.1 

Person Responsible for Follow-up Action 

EHR Limitation
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Recommended Practice - Conduct EHR Training Implementation Status 

Comprehensive EHR training is provided by qualified trainers, 
and appropriately tailored to specific users and job 
requirements. 
Checklist 

Rationale for Practice or Risk Assessment 

Comprehensive EHR training is a critical to equip users with 
the necessary skills and knowledge to effectively utilize the 
EHR system. It also increases proficiency, reduces errors, and 
ultimately enhances patient safety. Tailored training programs 
that cater to diverse skill levels and job roles ensure that all 
users receive appropriate instruction, minimizing the risk of 
suboptimal training, which can lead to patient harm, wasted 
time, and user frustration. By investing in robust training, 
healthcare organizations can optimize EHR performance, 
mitigate potential risks, and ensure the safe integration of AI in 
their systems. 

Assessment Notes 

Suggested Sources of Input 

1. Large organization: Patient safety officer,
compliance officer, chief information
security officer, Informatics-type
department, health IT, EHR vendor,
Clinical, administrative and IT leadership
team

2. Small organization: Owners, Office
management, developer

Strength of Recommendation 
Required12

Implementation Guidance 

▪ Different modalities for training are offered to
accommodate user schedules and learning styles.7,13

▪ Training is designed so that it is tailored to specific job
roles, such as physicians, nurses, administrative staff,
and billing personnel.7,16

▪ Interactive simulations that mimic real-life scenarios
pertinent to the user's clinical practice are used for
training.13,39

▪ Practice labs are established where users can work with
a test version of the EHR system.

▪ Comprehensive training manuals and resources are
provided that include step-by-step guides,
troubleshooting tips, and FAQs.

▪ Training materials are reviewed and updated in parallel
with major upgrades, ensuring that training materials
accurately reflect the system currently in use. When
minor updates or system configuration changes are
applied, supplemental training materials are created to
augment existing training materials until they are formally
updated.

▪ A mechanism is established for collecting user
feedback on the training program that informs ongoing
improvement. Feedback about training is reviewed and
addressed.

▪ User skills are monitored and upgraded when
needed.13,39

▪ Various topics related to EHR safety, including how to
function during EHR downtimes, are covered in EHR 
training.

2.2 

EHR Limitation
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Recommended Practice - Access to EHR Implementation Status 

Access to the production version of the EHR is granted only 
after successful completion of high-quality EHR training and 
competency assessment. 
Checklist 

Rationale for Practice or Risk Assessment 

Requiring successful completion of high-quality EHR training 
and competency assessment before granting access to the 
production version of the EHR ensures that all users are 
proficient in navigating and using the system effectively. 
This prerequisite minimizes the risk of errors, enhances data 
accuracy, and ensures that patient information is handled 
securely and efficiently. By mandating high-quality training, 
healthcare organizations can promote best practices, 
maintain high standards of care, and comply with regulatory 
requirements, ultimately improving patient outcomes and 
overall operational efficiency. Requiring successful 
completion of high-quality EHR training and competency 
assessment before granting access to the production 
version of the EHR, healthcare organizations can ensure 
that all users are proficient in navigating and using the 
system effectively. This prerequisite minimizes the risk of 
errors, enhances data accuracy, and ensures secure and 
efficient handling of patient information. Moreover, 
mandating high-quality training promotes best practices, 
maintains high standards of care, and ensures compliance 
with regulatory requirements, ultimately leading to improved 
patient outcomes and enhanced operational efficiency. 

Assessment Notes 

Person Responsible for Follow-up Action 

Suggested Sources of Input 

Healthcare Administration, Clinician

Strength of Recommendation 
Medium 

Implementation Guidance

User attendance and training completion are carefully 
monitored prior to EHR use.12,39,40

Users pass a test (e.g., perform actions using the EHR) that 
covers key aspects of their job(s) (e.g., physicians enter an 
order or RNs document a medication administration) to 
demonstrate their understanding and proficiency in using 
the EHR system.41

Users are provided protected time to attend required 
training.39

Follow-up Actions 

2.3 

▪ 

▪ 

▪

EHR Limitation
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Recommended Practice - Map Workflows Implementation Status 

Workflow analysis maps administrative and clinical 
work and ensures that the EHR is used safely to 
deliver care. 
Checklist 

Rationale for Practice or Risk Assessment 

By mapping out existing administrative and clinical processes, 
organizations gain a clear understanding of current task 
performance, enabling identification of inefficiencies and 
bottlenecks that hinder productivity and increase errors. This 
analysis allows for streamlining operations, improving 
efficiency, and ensuring the EHR system supports safe clinical 
practices and regulatory compliance. If workflow 
considerations are neglected, it can lead to wasted resources, 
end-user frustration, and potentially harmful workarounds that 
compromise patient safety. By prioritizing workflow analysis, 
healthcare organizations can optimize EHR integration, 
mitigate risks, and promote high-quality patient care. 

Assessment Notes 

Suggested Sources of Input 

1. Large organization: Informatics-type department, health IT,
EHR vendor, Clinicians

2. Small organization: Office management, EHR vendor,
Clinicians

Strength of Recommendation 
Medium 

Implementation Guidance 

▪ Workflow analysis is conducted prior to implementation of
the EHR.42-44

▪ System configuration changes are informed by flowcharts
that detail each step of a clinical process that has the
potential to impact patient care and how clinicians interact
with the EHR.45

▪ When considering making significant configuration changes,
simulations are used to create scenarios on how staff will
interact with the EHR system.

▪ Multidisciplinary teams consisting of physicians, nurses,
administrative staff, IT personnel, and EHR trainers review
and analyze workflows.43,46

▪ Based on the workflow analysis, an effective change
management approach (e.g., strategies for promoting the
adoption and effective use of EHRs) guides any needed
workflow changes.

Person Responsible for Follow-up Action 

2.4 

Follow-up Actions 

EHR Limitation
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Recommended Practice - Involve EHR Vendor Implementation Status 

Healthcare organizations and EHR vendors share 
responsibility for identifying and addressing EHR
safety concerns.
Checklist 

Rationale for Practice or Risk Assessment 

By working together, healthcare organizations and EHR 
vendors leverage their respective expertise to prioritize and 
share responsibility for patient safety. Healthcare 
organizations bring firsthand knowledge of clinical workflows 
and real-world EHR applications, while vendors contribute 
technical expertise and understanding of the system's 
architecture. Through continuous collaboration, they can 
ensure EHR systems evolve to meet emerging needs, 
address new safety concerns, and optimize patient care. This 
joint approach fosters a culture of shared accountability, 
driving ongoing improvement and mitigating risks associated 
with EHRs and AI integration. 

Assessment Notes 

Suggested Sources of Input 

1. Large organization: Board of directors, EHR vendors,
Clinical and IT leadership team

2. Small organization: Owners, EHR developers

Strength of Recommendation 
Medium 

Implementation Guidance 

▪

▪

Organizations should have a documented process for
monitoring information provided by the EHR vendor with
regard to existing defects. When defects that previously
required workarounds are resolved, users receive
appropriate training.
EHR vendors create their own set of system-specific
guidance to help their clients configure their EHRs to meet
the SAFER Guide recommendations.47

▪ Healthcare organizations and EHR vendors review the
SAFER Guide recommendations annually.47,48

▪ EHR vendors are provided feedback from clinicians on
potential safety enhancements to the system.47,48

Person Responsible for Follow-up Action 

2.5 

Follow-up Actions 

EHR Limitation
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Recommended Practice - Evaluation Strategy Implementation Status 

Organizations have a strategy and mechanisms for identification, 
measurement, monitoring, and mitigation of high priority EHR safety 
risks and hazards.
Checklist 

Rationale for Practice or Risk Assessment 

A robust strategy enables organizations to proactively 
manage potential hazards, mitigating the most significant 
threats to patient safety by focusing on high-priority EHR 
safety risks. This approach is not only crucial for patient 
safety but also often mandated by regulatory bodies. By 
identifying high-priority risks, organizations can allocate 
resources effectively, targeting efforts on critical areas and 
informing targeted training programs to enhance clinicians' 
safe and effective use of the EHR system. This proactive risk 
management enables healthcare organizations to minimize 
adverse events, optimize EHR performance, and ensure 
compliance with regulatory requirements. 

Assessment Notes 

Suggested Sources of Input 

1. Large organization: Board of directors, Clinical,
Informatics, and IT leadership team, Safety officer

2. Small organization: Owners, EHR vendors,
Clinicians

Strength of Recommendation 

Medium 
Implementation Guidance 

▪ A plan exists for learning from incidents to improve EHR
safety.55-57

▪

▪

Real-time monitoring tools are deployed that track system
performance, detect anomalies, and alert IT staff to
potential issues.58

Organization EHR representatives meet regularly with the
EHR vendor to discuss new or ongoing issues.

▪ Bidirectional communication between the organization and
the EHR vendor ensures timely updates, patches, and
support for the system.

▪ A multi-stakeholder committee or task force convenes on a
regular basis to review all high-priority EHR-related
hazards.18,20

▪ EHR-related incidents are categorized and summarized by
location (i.e., clinical and within the EHR), severity, and
type to assess for any trends that need to be addressed.19

▪ The mechanism for anonymous, no-fault, internal reporting
of EHR-related safety hazards is clear to all users.18

▪ Organization has a policy and procedure that addresses
timeliness of addressing reported errors, including an
escalation process to organization leadership when the
established service level is not being met or is at risk of not
being met.

▪ Larger organizations use specialized “help desk” software
to manage internal EHR error reports and their disposition.

▪ The user who reported the issue, if identified, should be
notified of the outcome when appropriate

Person Responsible for Follow-up Action 

3.1 

Follow-up Actions 

EHR Limitation
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Recommended Practice - In-Depth Evaluation 

Healthcare and EHR vendor organizations conduct, document and disseminate 
comprehensive multi- stakeholder reviews or safety analyses for high-priority harm 
events that involve health IT. These vendor safety analyses are discussed by key 
stakeholders within the healthcare organization. 
Checklist 

Implementation Status 

Implementation Guidance 

3.2 

Person Responsible for Follow-up Action 

Suggested Sources of Input 

1. Large organization: Safety officer, those involved in safety
initiatives, informatics-type department, Clinicians, support
staff, and/or clinical administration, EHR Vendor

2. Small organization: Office Management, providers, EHR
vendor

Strength of Recommendation 
Medium 

 EHR vendors should develop their own set of
system-specific guidance to help their clients
configure their EHRs to meet the SAFER Guide
recommendations.27

 Healthcare organizations should review the SAFER
Guide recommendations annually in collaboration
with the EHR vendor.27

 Effective communication protocols are established
and maintained between the EHR vendor and key
organizational stakeholders to ensure the timely and
continuous reporting of any safety issues.47,64

EHR Limitation

Follow-up Actions 

Rationale for  Practice or Risk Assessment 

Evaluating the vendor's approach to safety issues ensures 
prompt and effective problem-solving, minimizes risks to 
patient health and enhances care quality. Regular reviews of 
mitigation strategies hold vendors accountable, promote 
transparency, and build trust. Utilizing safety analysis 
techniques like root cause analysis (RCA) identifies underlying 
causes of safety hazards, leading to effective interventions 
that improve patient safety and prevent future incidents. 
Documenting and disseminating findings foster a culture of 
accountability and transparency, while involving multiple 
stakeholders brings diverse perspectives and expertise, 
ensuring comprehensive problem-solving and robust safety 
solutions. This collaborative approach ensures that safety 
issues are addressed thoroughly, and all stakeholders are 
informed, ultimately prioritizing patient safety and care quality. 

Assessment Notes 
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Recommended Practice - In-Depth Evaluation (continued)

Healthcare and EHR vendor organizations conduct, document and disseminate 
comprehensive multi- stakeholder reviews or safety analyses for high-priority harm 
events that involve health IT. These vendor safety analyses are discussed by key 
stakeholders within the healthcare organization. 
Checklist 

Implementation Guidance (continued)

3.2 

▪ RCAs are conducted for all high-risk, high-priority health IT
safety incidents to identify underlying causes and develop
preventive strategies.15,55,62

▪ A dedicated committee is formed that includes key
stakeholders from various departments (e.g., IT, clinical
staff, patient safety officers) to regularly review and address
high-priority health IT safety issues.15,62
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